I. Introduction
On a snowy evening, a man hears of a new restaurant opening in a distant suburb of his metropolis and looks for driving directions to take his significant other out for a romantic evening. He opens Google and conducts a driving direction search. As they have never been to the location, and as the weather is not optimal, they check the layout of the roads in order to alleviate safety concerns through Google's Street View Program.
1 They click on the images next to the proposed turns and see a picture of a man walking with a woman at the intersection. Later it is disclosed in the news that this individual is a high-ranking government official and the woman is not his wife, but his mistress. 2 In another image, a smoker is lounging in the background, hiding his addiction from his family and friends. 3 With another click of the mouse he sees sunbathers sitting on top of the roof of a building, enjoying the warm summer day as well as the seeming privacy and anonymity of their rooftop abode. 4 These photographic images associated with Google's Street View program have led to much controversy amongst governments, lawyers, and scholars around the world. Governments throughout Europe, most notably in the United Kingdom, Switzerland, and Greece, have attempted to regulate Google and the images that can be viewed through its program. 14 which has yet to be fully analyzed at publication by American scholars and is the first U.S. case specifically regarding Google Street View, the traditional U.S. privacy approach prevents from finding that Street View is an invasion of privacy.
This Note will demonstrate that the concerns of American scholars and European governments seem to be disproportionate to the privacy dangers posed by Street View. Calls for an expanded tort of privacy to encompass the Street View program are in error. Current doctrine surrounding the tort of invasion of privacy is wholly adequate to address the advent of Google
Street View due to the highly public nature of the activity in which the individuals are implicated through the program. The current system of image collection mitigation employed by Google, the backdrop of other similar tacitly accepted image capture technologies allowed in the United
States and Europe, as well as the notable public benefit that the Street View program serves, all militate against a finding that Google Street View invades one's privacy in the United States.
In Section II, this Note will explain the basic technology utilized in Google Street View, including its system for image collection. It will provide a foundation of US privacy law in tort, including applicable Pennsylvania law and substantive law cited by those opposed to the current privacy framework and its application to Street View. In Section III, this Note will assess recent legal developments regarding Street View in Europe and the United States will be assessed. submit his name, email address, a sworn statement, and a copy of a valid photo ID. 28 Now anyone can file an online "Report of Inappropriate Street View" with a description of the problem and a valid e-mail address. Users must provide their name and the location of the image, neither of which can be used by Google for any other purpose. The image of the individual, or car license plate number, can then be blurred so as to be un-recognizable.
B. Privacy Law Foundations: Dean Prosser and the Restatement
Privacy law is not uniform throughout the United States. It has developed on a state-bystate basis, according to each state's tort law system, with some states completely eschewing a right to privacy. 30 In his seminal 1960 article, Dean Prosser outlined four distinct torts within the tort of invasion of privacy, each protecting different interests. These four interests are: (1) intrusion upon the plaintiff's seclusion, solitude, or private affairs, (2) public disclosure of embarrassing private facts about the plaintiff, (3) publicity which places the plaintiff in a false light in the public eye, and (4) appropriation, for the defendant's advantage, of the plaintiff's name or likeness. 31 While varying torts for invasion of privacy exist, the most notable for purposes of evaluating the legal implications of Google Street View are intrusion upon seclusion and public disclosure of private facts.
To recover for a claim of intrusion upon seclusion, a plaintiff must show that the matter is secret or private, that they have a right to keep the information secret, and that the information The tort of public disclosure of private facts has generally been defined as reaching situations in which factual information about a matter highly offensive to someone is broadly exposed to the greater public without a concurrent public interest or newsworthiness in the information. 35 Newsworthiness is broadly defined and judges generally defer to editors to determine newsworthiness. As such, the state may only penalize publications for truthful information based upon interests of the highest order.
36
Dean Prosser further limited the tort of public disclosure of private facts in stating, "On the public street, or in any other public place, the plaintiff has no right to be alone, and it is no invasion of his privacy to do no more than follow him about." 37 Prosser maintained that such an instance was nothing more than making a record and did not differ from a full written description of a public sight, which anyone present would be able to see. 38 Judges have largely agreed with disclosure of private facts suits prior to jury deliberation. 39 The rationale behind Prosser's public display rationale has two branches. The first branch is contractual theory. Reasonable people know that entering a public space entails some degree of visibility to others; a person thus implicitly consents to being watched by others when in a public area. 40 The second branch is voluntary assumption of risk. This occurs when a plaintiff voluntarily and knowingly puts himself or herself at risk for harm suffered and thus cannot recover. 41 Further, Prosser reasoned that the public disclosure element of the privacy tort was meant to embrace the same elements of mental distress that are present in libel and slander. 42 As such, the image itself must be highly offensive to a reasonable person.
43
The Restatement (Second) of Torts has largely adopted Prosser's limitations on the publicity given to private facts tort. 44 The Restatement, however, has expanded the limits slightly by adding a public concern requirement to Prosser's standard. The Restatement states, One who gives publicity to a matter concerning the private life of another is subject to liability to the other for invasion of his privacy if the matter publicized is of a kind that (a) would be highly offensive to a reasonable person and (b) is not of a legitimate concern to the public. Gill, a couple was seated on a park bench, a photo was taken, and subsequently the photo was published in a magazine. The couple sued based on invasion of privacy grounds. The Court upheld the photo publication because the act of the couple's sitting on a park bench was voluntarily assumed in a public place. 55 The court held that if an event is newsworthy, there must be a balancing test between the right to be let alone and the "the public interest in the dissemination of news and information consistent with the democratic processes under … and the specific nature of judicial proceedings. In Cox, the Justices held that a father's cause of action under public disclosure of private facts was invalid when his deceased daughter's name was discovered in judicial records and released publicly on a television news report as a rape victim. The Court held that there is a zone of privacy around every individual, which may be protected from the press. The Justices, however, also maintained that since the record was discovered through the judicial process, whose accurate reporting must be preserved, and given the historic role of the press in reporting criminal proceedings, the placement of the information in the public domain of court records is presumed to serve the State's public interest. 69 Fla. Star, supra note 67, at 541.
publicly available, or ease of location, affect the private nature of the disclosed information.
70
The Court declined to hold that just because something was true means it is always protected.
Therefore, the easier accessed and more public the information, the less likely the tort of public disclosure of private facts is to be successful. Furthermore, when the form of disclosure takes the form of a photograph (which did not occur in Florida Star), a plaintiff's identity must be revealed by the image in order for them to recover. 71 Justices Rehnquist, White, and O'Connor dissented from the Florida Star holding. These Justices held that the Court's reasoning was too protective of the press and that clear fairly defined areas of privacy were essential to maintain a reasonably acceptable quality of life.
72
Florida Star directly affects a plaintiff suing Street View with a claim of public disclosure for private facts because the photograph offered by the plaintiff is detrimental to his cause of action. The image is of a public space and Google can successfully argue that the image's contents are not private to begin with because they were on public display. 73 Google employed this argument in the Boring case discussed infra, and this defense was successfully established in Jackson v. Playboy Enterprises. 74 In Jackson, three men who were lost asked a policewoman on the street for directions and were photographed while speaking with her. 75 The policewoman later appeared as a model in Playboy magazine, and the photograph of her speaking to the boys appeared with her nude pictorial. 76 The court dismissed the plaintiffs'
claims under all four privacy torts because the photo was taken on a public sidewalk in plain view of the public eye. 77 Additionally, on the issue of Playboy's production of the photo without the men's consent, the court held that "there is no liability when the defendant merely gives further publicity to information about the plaintiff that is already public." 
III. Google Street View-Recent Developments
A. Europe
The European Union has quite stringent privacy protections. The British Commonwealth also has high standards of privacy protection due to stricter and more uniform regulation of private enterprise. While the British centralization of government and weaker constitutional protections of free speech and the press make it harder to object to privacy abuses, the idea of 77 Id. at 13-14. 78 Id. at 13 quoting RESTATEMENT (SECOND) OF TORTS § 652D cmt. b (1977). In both this case and Gill consent was not necessary for the magazine to reproduce the photograph as it is not an element or defense to the cause of action for publicity given to private facts, but the privacy tort of false light. Council of October 24, 1995, maintains that member states' personal data collection must be "for specified, explicit, and legitimate purposes; not further processed in a way incompatible with those purposes." 80 Appropriate safeguards must be implemented and collection must be accurate, adequate, relevant, and not excessive in relation to the purposes for which the information is collected. Inaccurate information must be rectified through "every reasonable step," having regard for the purposes for which the information was collected. These reasonable steps include erasure and the keeping of the information "in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the data were collected."
81
In regards to the gathering and processing of personal data, as per Article 7 of the European Parliament's Directive on Data Protection, consent must be given unambiguously.
Without consent, the party must be: a party to a contract in which the data is subject, necessary for the compliance with a legal obligation, necessary to protect the vital interests of the data subject, necessary for the performance of a task carried out in the public interest or through the official authority vested in the third party, or the processing must be necessary for the legitimate interests pursued by the third party. giving of information to which the public is entitled, and becomes a morbid and sensational prying into private lives for its own sake, with which a reasonable member of the public, with decent standards, would say that he had no concern." 113 The plaintiffs failed to allege facts supporting the contention that Google had transgressed standards of decency, or published information that was of no public concern.
114
Thus the Boring decision has steadfastly embraced the plain language and logic of the intrusion upon seclusion and publicity given to private facts claims outlined by Dean Prosser and the Restatement (Second) of Torts in regards to Google Street View. This standard has been explicitly adopted by the State of Pennsylvania. As Dean Prosser has stated, individuals on the street are in the public eye and thus have limited privacy rights. 115 Boring stands for the proposition that this logic encompasses Google Street View plaintiffs even when the conduct captured is not directly on a public street, but within a more secluded location connected to public streets. Yet despite this broad ruling, the fact that the Boring decision involved a private marked roadway is essential. The traditional Street View plaintiff has been captured on a public street in which they appear in the background, similar to the smoker and government official described above, not in a secluded location. It is this traditional Street View context to which European lawmakers and American scholars have taken umbrage that is to be argued below, not the broader Boring context. 118 It is to be noted that the Georgia Law Review has also argued against such video surveillance based upon the chilling of behavior, even activity that is innocent in nature. This argument, however, is countered with the fact that these surveillance methods have been approved and accepted in our society as a legitimate aid to law enforcement. See Lavoie, supra note 3, at 595-96. dispatched to the area. 120 In fact, individuals that perpetrate crimes have been known to damage the blue light camera systems so that their activities may not be monitored by law enforcement. 121 Moreover, in the United Kingdom there is a wide-ranging CCTV network in which government authorities may monitor individuals as they walk down the street or ride in public buses. (1976). It could be maintained that there are alternatives to using an automobile or trash collection, while one is obligated to use the public streets. As such, it is argued that due to the essential nature of the medium of public streets greater protections should be afforded to its users. This argument, however, fails to take account of the practical public policy served through denying privacy protection to conduct on the streets. Expanding privacy protections to individuals walking about the street creates a new level of government regulation and review of the activities of individuals that could often be embarrassing and invasive for the participants involved in subsequent litigation; far more so than the publication of an image among the vast ocean of images on Google Street View. See, e.g., discussion supra pp. 20-22; Boring, supra note 14, at 700 (discussing the increased attention the lawsuit against Google has brought in relation to the mere photographs in question). Moreover, practically administering such safeguards due to the sheer volume of individuals that use public streets, would prove quite untenable in nature and place a great strain on the resources of the courts. 124 Lavoie, supra note 3, at 610-12. 129 Lavoie, supra note 3, at 606-08. 130 It could be argued that this failure of notification by Google makes other privacy safeguards irrelevant in a practical sense. Yet practical implementation of a notification system for every person captured in street images would prove highly costly. Moreover, given current national registries around the world, the system is tenuous as a proposition. It is also important to note that a user of Street View could view areas he frequently visits in order to determine whether the database includes his image. While this may be seen as an unnecessary inconvenience to individuals, again practice of reasonableness in public displays would mitigate such an issue. 131 See Kelley, supra note 6, at 224-30; Blackman, supra note 6, at 341-92. 132 As the Santa Clara Law Review stated, "Unbeknownst to him, Justice Carter outlined in his dissent in Gill factors that can define torts committed with future technologies: (1) people expect to be private when keeping to themselves, (2) intruding upon this solitude is offensive, (3) the intrusion is especially offensive when the image is reproduced, and (4) there is no news value in incidental occurrences of average people." Blackman, supra note 6, at 324-25. 133 Kelley, supra note 6, at 226-27; Blackman, supra note 6, at 354-61. Often this is based on the idea of one consenting to activity in public as a "fiction." In other words that one cannot consent, much less knowingly participate, in activities in society. See Kelley, supra note 6, at 213-14. This argument fails because, while an individual cannot know which activities they will encounter while in public, they certainly can control the activities they voluntarily undertake in public such as: smoking, sunbathing in little clothing, building additions to their home, or affectionately walking about with another woman to whom he is not married. Scholars' calls for change of the newsworthiness/public purpose requirement of the privacy torts while meritorious also have drawbacks. As is acknowledged in the literature suggesting such a change, newsworthiness and the ability to print materials in the press involves a core First Amendment right, which while not absolute, requires limitations on the right to be circumscribed. 145 As such, tests proposed to limit this authority are subject to scrutiny and Constitutional limitations. Moreover, as also acknowledged within the literature, this area of law 141 Commentators' calls to base invasions of privacy upon the medium or forum of image capture, such as the street, create a classification system at the risk of destroying uniformity. See Blackman, supra note 6, at 365-73. The individual that is photographed by a passerby on the street (an area, again, that is historically granted minimal privacy protections) while satisfying the public/private obliteration does not satisfy the dissemination prong even though the image could be reproduced in magazines throughout the nation, while the image of an individual disseminated over the Internet would be able to challenge such an action. 142 See discussion supra pp. serves a newsworthy public service in crime solving, terrain investigation, as well as investigation surrounding travel, safety, and daily activities. Countered against this noteworthy public service are the privacy interests of those that are inadvertently captured on camera. These 146 Blackman, supra note 6, at 389-90. 147 Id. at 377-79; Kelley, supra note 6, at 228. 148 See, e.g., Hearst, supra note 34. These similar subjective pitfalls also hinder calls for change in the analysis of the highly offensive requirements and reasonable person requirements to one respectively based upon a merely offensive requirement and individual preconceptions rather than community norms. See Kelley, supra note 6, at 215-18, 228; Blackman, supra note 6, at 364-65. This, however, would also bring greater issues of subjectivity into the equation, which the term 'highly offensive,' serves to mitigate. Criticisms of the current assessment of the reasonable person under the privacy torts, which is based upon the norms of the intruding media, are also in error. See Kelley, supra note 6, at 215-18, 228. While the reasonable person is to represent someone who fully obeys all the relevant civility rules and is idealized in society, this person is an "abstraction." Post, supra note 127, at 961. Failure to be guided by intruding media norms cannot illuminate the relevant civility rules if viewed outside of community norms. 149 These proposals include: societal value, intrusion into private matters, and public notoriety. See Blackman, supra note 6, at 379-89.
IV. No Right to Privacy Claim
individuals, fully out in the open without taking any mitigating steps to reduce identification, have been found behaving unreasonably by the casual passerby. While the plight of the individuals in these cases is certainly to be felt, expanding the torts of invasion of privacy to encompass such activities removes accountability and prudence that is presumed by the law to be present in individuals in their daily activities. Just as the law does not shield those ignorant of its precepts, it should not shield those engaging in certain behavior within the public eye.
Yet Google has even gone a step further in protecting these individuals that have minimal privacy protections due to their public activities. Putting in place protections for an individual that allows his duly elected representatives to place blue light cameras on the streets of his city and video cameras on his public bus. Creating a practical paradox for all to see. They have implemented an image mitigation program to blur faces and license plates, allowed for a userfriendly mechanism to remove images from the Street View program, and in Europe, have even given advance warning of the locations it intends to photograph. While in the U.S. an individual does not receive advance notice of photographing and must know that they have been photographed on Street View, the subsequent image search, given the current state of technology, plethora of Street View images, and national registries, is not a heavy price to bear for one that perpetuates unreasonable behavior. "Users must become more responsible."
150
Expanding the privacy torts to encompass the Street View plaintiff thwarts the technological progress that has streamlined and centralized life. Google's Street View Program has created a greater sense of ease than could have even been imagined twenty-five years ago.
While the plight of the smoker having to explain his addiction to his family and friends will create possible tension in his home, and while Street View has penetrated his 'seeming bubble of 150 Kane, supra note 128, at 345. It is to be noted that given the general trend in Europe and the potentiality of future U.S. litigation, Google Street View may eventually initiate warnings in the United States of future photographing locations out of ease, cost, and uniformity. The author would view this as a reasonable alternative.
